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Advances in technology require
the modern defense attorney
to identify, acquire, and analyze
varieties of electronic evidence.
“Digital” or “electronic” evidence has been defined as “any
probative information stored or
transmitted in digital form that a
party to a court case may use at
trial.”1 While the Internet, computers, and mobile phones have
undoubtedly standardized the
use of text messages, emails, social media posts, multimedia, basic geographic information, and
surveillance video, today’s practitioner must stay current on the
continuous innovations and applications of electronic evidence
to effectively represent his or her
client.

COMPUTERS
The computer may be the most
apparent source of electronic
evidence as it contains a wide
variety of digital data (e.g. messages, emails, pictures, videos,
documents, geographic information, search history, social media
information, and metadata of
the aforementioned). An independent forensic examination of
a computer’s data can be critical to challenge inconsistencies,
missing information, and the

government’s testing methodologies. A very real issue with any
electronic evidence generated
from a computer is the emergence of “deepfakes”. Similar to
“Photoshopping”, or the act of
intentionally creating false representations, deepfakes are the
result of combining and superimposing images and videos by using artificial intelligence.2 Courts
have begun to appreciate the
seriousness of deepfakes3 and
some states recently passed legislation criminalizing their creation
and distribution.45 For informative
(and entertaining) examples of
deepfake technology, please visit
the YouTube channel of “Ctrl Shift
Face.”6

CELLULAR PHONES
& MOBILE DEVICES
Cell phones and mobile devices
share similar types of electronic evidence with computers. A primary
difference between the two sources is a phone’s cell-site location information (“CSLI”) generated by
cell towers. In June of 2018, the
Supreme Court held in Carpenter
that a court order to a third-party
wireless carrier for a defendant’s
CSLI constituted a search and
required a warrant supported by

probable cause.7 Since then, lower federal courts and state courts
have mostly found Carpenter to
have minimal change to traditional applications of the Fourth
Amendment, although, the case
has impacted other privacy issues. In Naperville Smart Meter
Awareness v. City of Naperville,
the Seventh Circuit held that the
Fourth Amendment protects energy-consumption data collected by smart meters which would
otherwise be unavailable to the
government without a physical
search.8 Additionally, the State of
Utah relied on Carpenter when it
recently enacted one of the nation’s strongest data privacy laws
which “requires law enforcement
to obtain a warrant with probable
cause in order to access any electronic data held by a third party,
at least in most cases.”9 Although
the narrow holding of Carpenter,
albeit extremely important, has
affected similar cases as expected, its influence has proven to be
powerful in the legislative forum
and thought-provoking in the judicial system.

SOCIAL MEDIA
Social applications and websites
designed for sharing content and
communications have been preva-
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lent sources of electronic evidence
for years. Facebook, WhatsApp,
Instagram, Twitter, LinkedIn, Reddit, and YouTube are among the
most popular platforms and share
many of the same evidentiary features (e.g. message preservation,
communication logs, multimedia, and geographic information).
Snapchat, however, known for
its “disappearing messages and
content” has unique evidentiary
value and challenges. As a preliminary matter, Snapchat’s Law
Enforcement Guide indicates that
a “Snap” (of multimedia content)
or a “Chat” (of text communication) automatically deletes from
its servers once opened.10 A Snap
or Chat will remain
on Snapchat’s servers
when it is saved to the
user’s
“Memories”
or “My Eyes Only”
section, regardless of
whether it is opened
or even sent to another user.11 Snapchat
only provides basic
subscriber
information in response to a
subpoena or court order but will produce
available content and
location information
if presented with a
search warrant.12 Most
law
enforcement
agencies are now issuing search
warrants for this reason and others that are unfamiliar with the
process have collaborated with
counsel and welcomed guidance.
An alternative method of obtaining data created or stored on
Snapchat is by independent forensic examination of the associated phone or mobile device’s
hard drive. Courts can be assured
that this process is minimally invasive to the owner of the device
as many forensic companies will

travel to a court’s location, create
a mirror image of the hard drive
on-sight, and return the phone to
the owner within a relatively short
period of time. The company then
conducts its analyses and, if required, will present its findings
directly to the court for in camera
review.

GEOGRAPHIC AND
MOBILITY INFORMATION
It may be difficult to believe that
ride-sharing applications such as
Uber and Lyft, and their troves of
geographic data, have been available for nearly ten years.13 Yet,
relatively new to major cities and

ACTIVITY TRACKERS
Courts have recognized the biometric data associated with wearable products such as Fitbit since
2014.15 In October of 2018, a
California man, 90 years of age,
was charged for the murder of
his stepdaughter.16 Investigators
utilized the deceased’s Fitbit data
to determine that on September
8, 2018, her heart rate spiked
at 3:20 p.m. before completely
stopping at 3:28 p.m.17 This data
corresponded with video surveillance showing the defendant at
her home on the same date.18 The
defendant passed away in custody this past September before the
case was brought to
trial, but investigators
found the data reliable and supportive
of criminal charges.19

Biometric data has
also proven to be exonerating. In 2016,
a man charged with
murder in Wisconsin
claimed that another
individual was the true
suspect.20 That individual was wearing
a Fitbit and argued
he was sleeping at
the accepted time of
Faked Messages
the incident.21 At the
Methods of Creating Fake iMessage and Text Message Conversations
trial, the
It is possible to modify text message conversations on an iPhone using only the iPhone itself.defendant’s
It
is also possible to create completely fake iMessage and text message conversations using only
prosecution presented evidence
as well. Ohio are elecuniversitiesthe iPhone
across
Fake Message Generators
tric scooters
which can be operat- of the framed individual’s Fitbit
Websites and applications exist that allow for the creation of
ed for a small
fee conversations.
and “parked”
fake text message
Using the following data to show the nominal amount
website, iphonetextgenerator.com, I was able to produce a
completely
fake
iMessage
conversation
that looks the same as of steps he took during the relewherever anthe
operator chooses
iPhone screenshot of an iMessage/Text Message
conversation.
upon completion. Bird, Lime, and vant timeframe.22 The judge adIt is a simple and fast process to create a fake iMessage/Text
Spin are the
more
popular
Message
conversation
using this website,brands
as described below: mitted that data and the defen1. Go to the website http://iphonefaketext.com/
2.
Fill
out
the
form.
of electric scooters
and each of- dant was ultimately found guilty
3. Click the “sent” button.
4. Click the “download as image” button.
of first degree homicide.23
fers electronic
evidentiary
5. Save
the image to the iPhone. value in
6. A fake
14text message conversation is now completed
Consistent
with
similar formats.
that looks exactly
like a screenshot.
Uber, for example, Bird’s mobile
app provides logs of Ride History
and a detailed summary of the exThe lengthy and
conversation
below was
using a different fake message site that is now
act route, time,
cost
ofgenerated
a prior
defunct.
ride.
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CONCLUSION
The role of technology and electronic evidence continues to expand throughout the judicial system. The International Association
of Chiefs of Police recognizes that
“[t]here is a digital component to
nearly every crime. Today’s judge
should have an understanding
and insight of technology used
in criminal cases involving digital
evidence from computers, mobile devices, the cloud and other
sources.”24 The reality is that tomorrow’s novel or creative applications of technology quickly become the methods of yesterday.
As defense attorneys, we must
maintain awareness and fully utilize the seemingly endless capabilities of electronic evidence.
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